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1. Introduction  

The proliferation of block cipher modes of operation across NIST publications (SP 800-38A 

through 800-38G), IEEE standards, and academic literature has created a genuine problem: 

practitioners face a bewildering array of choices without a principled framework for selection. This 

paper addresses that gap directly. 

The core thesis is simple: every mode of operation that deserves to exist must occupy a unique 

point in a well-defined requirement space. If two modes occupy the same point, one of them is 

redundant. If a mode appears to be universally inferior, either it serves a niche we have not 

identified, or it genuinely should be deprecated. We will be rigorous about both cases. 

1.1 What This Paper Is Not 

This is not a tutorial on how encryption works. We assume the reader understands block ciphers, 

understands that a PRP (pseudorandom permutation) is the standard abstraction for a block 

cipher, and has at least passing familiarity with provable security. We assume familiarity with 

terms like IND-CPA (indistinguishability under chosen plaintext attack) and INT-CTXT (integrity 

of ciphertexts). 

1.2 Methodology 

We define a set of orthogonal requirement axes. Each axis captures a property that a system 

designer genuinely cares about and that differentiates at least two modes. We then map every 

major mode onto this space. Where modes overlap, we ask hard questions about whether the 

overlap is genuine or illusory. 

2. The Canonical Requirement Axes 

We identify the following axes. Each is defined precisely enough to be testable. 

2.1 Axis 1: Security Goal 

Confidentiality-only (C): The mode provides IND-CPA security (or stronger). No integrity 

guarantee. An adversary who modifies ciphertext may produce valid-looking plaintext without 

detection. 

Authenticity-only (A): The mode provides a Message Authentication Code (MAC) or equivalent. 

No confidentiality. The message is transmitted in the clear but with a tag that detects tampering. 

Examples: CMAC, GMAC. 

Authenticated Encryption (AE): The mode provides both IND-CPA and INT-CTXT 

simultaneously. This is the combination of C and A in a single pass (or tightly coupled passes). 

Examples: GCM, CCM, SIV, OCB. 

Authenticated Encryption with Associated Data (AEAD): AE plus the ability to bind additional 

non-encrypted data (like a packet header) to the authentication tag. In practice, nearly all modern 

AE schemes support AD, so AE and AEAD are often conflated. We treat AEAD as the standard 

form. 
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This axis is the single most important discriminator. A mode that provides only C should never be 

compared against an AEAD mode as if they were interchangeable. They solve different problems. 

2.2 Axis 2: Nonce/IV Misuse Resistance 

This axis asks: what happens when the implementation makes a mistake and reuses a nonce or 

IV? 

Catastrophic failure: Nonce reuse completely destroys security. For CTR mode, reusing a nonce 

produces a two-time pad, leaking XOR of plaintexts. For GCM, nonce reuse leaks the 

authentication key H via polynomial algebra, destroying both confidentiality and authenticity. This 

is not a theoretical concern; it is a practical disaster. 

Graceful degradation (Misuse-Resistant): Nonce reuse reveals only whether the same 

plaintext was encrypted twice (i.e., it degrades to deterministic encryption). Authenticity is 

preserved. SIV mode is the canonical example. The tag is computed first as a PRF of the plaintext 

and associated data, then used as the IV for CTR encryption. Repeating a nonce with the same 

plaintext produces the same ciphertext (revealing the repetition) but nothing worse. 

Fully Deterministic (DAE): No nonce at all. Deterministic Authenticated Encryption. Security is 

the best achievable without randomness: identical plaintexts produce identical ciphertexts, but 

that is the only leakage. SIV without a nonce input operates in this mode. This is useful when you 

genuinely cannot maintain state (e.g., key-wrapping). 

2.3 Axis 3: Online vs. Offline Processing 

Online (streaming): The mode can begin producing ciphertext before the entire plaintext is 

available. CTR, CBC, OFB, CFB, GCM, and OCB are all online. This is critical for low-latency or 

streaming applications. 

Offline (two-pass): The mode requires the entire plaintext before producing any ciphertext. SIV 

and CCM are offline. SIV must compute a PRF over the entire plaintext to derive the IV. CCM 

must know the message length in advance to format the initial block. This rules them out for 

streaming protocols. 

2.4 Axis 4: Parallelizability 

Fully parallelizable (encryption and decryption): CTR mode, GCM, OCB. Each block can be 

processed independently given the nonce and counter. This is essential for hardware 

implementations and high-throughput software (e.g., AES-NI pipelines). 

Parallelizable decryption only: CBC. Encryption is inherently sequential (each ciphertext block 

depends on the previous), but decryption can proceed in parallel because all ciphertext blocks 

are available. 

Fully sequential: CFB, OFB. Both encryption and decryption are sequential. Each step depends 

on the output of the previous block cipher invocation. 

2.5 Axis 5: Error Propagation and Self-Synchronization 

If a bit is flipped or a block is lost in the ciphertext stream, what happens? 
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No propagation (CTR, OFB): A single-bit error in ciphertext produces a single-bit error in the 

corresponding plaintext block. No effect on subsequent blocks. But there is no error detection 

either; the corruption is silent. 

Limited propagation with self-synchronization (CFB): A bit error in ciphertext block C_i 

corrupts the decryption of block i (completely) and causes errors in subsequent blocks until C_i 

exits the feedback shift register. After that, decryption re-synchronizes. This is genuinely useful 

for communication channels where bit errors are common and re-synchronization without re-

keying is required. 

Full-block propagation (CBC): A bit error in C_i corrupts the decryption of blocks i and i+1 (with 

the error in block i+1 being predictable and localized to the same bit positions). Block i+2 onward 

is unaffected. Losing an entire block destroys synchronization. 

Full-message failure (AEAD modes): Any modification to the ciphertext, associated data, or tag 

causes the entire decryption to fail. The receiver gets nothing. This is by design: it prevents 

releasing unauthenticated plaintext. 

2.6 Axis 6: Ciphertext Expansion 

Zero expansion: CTR, OFB, CFB (in certain configurations). The ciphertext is exactly the length 

of the plaintext (plus IV/nonce, which is usually sent separately). 

Block-aligned padding: CBC requires the plaintext to be a multiple of the block size. PKCS#7 

padding adds 1 to n bytes (where n is the block size), so expansion is between 1 and 16 bytes 

for AES. 

Authentication tag overhead: AEAD modes add a tag (typically 12–16 bytes). GCM adds 16 

bytes. CCM adds 4–16 bytes (configurable). This is the cost of integrity. 

2.7 Axis 7: Sub-Block Granularity 

Most modes operate on full blocks (128 bits for AES). CFB is unique in supporting sub-block 

operation: CFB-1 operates on single bits, CFB-8 on bytes. This comes at severe performance 

cost (one full block cipher invocation per s-bit segment) but enables byte-level or bit-level 

streaming with self-synchronization. No other standard mode, except CBC stealing configuration, 

provides this. 

2.8 Axis 8: Implementation Footprint 

Encrypt-only block cipher needed: CTR, OFB, CFB use only the forward (encryption) direction 

of the block cipher. This halves the implementation footprint in constrained environments. For 

AES specifically, the decryption key schedule is different and larger. 

Both directions needed: CBC decryption requires the inverse cipher. ECB obviously requires 

both. 

Additional primitives needed: GCM requires a GHASH (GF(2¹²⁸) multiplication) unit. CCM 

needs both CTR and CBC-MAC, but both use only the forward cipher. OCB needs a doubling 

operation in GF(2¹²⁸) but is otherwise very lean. 
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2.9 Axis 9: Random-Access Decryption 

Can you decrypt block i without decrypting blocks 1 through i−1? 

Yes: CTR (compute counter + i, encrypt, XOR), CBC (need only C_{i-1} and C_i), ECB. 

No: OFB, CFB (keystream depends on all prior blocks). AEAD modes generally no, because you 

must verify the tag over the entire message before releasing any plaintext. 

2.10 Axis 10: Provable Security Bounds 

All standard modes have security proofs, but the bounds differ in tightness and in how they 

degrade with usage. 

The birthday bound is the dominant concern: for a 128-bit block cipher, after processing 

approximately 2⁶⁴ blocks with the same key, security degrades. For CTR and CBC, the IND-CPA 

advantage is approximately q²/2ⁿ where q is the number of blocks and n is the block size (128). 

This means roughly 2³² blocks (about 68 GB for AES-128) is a practical limit before re-keying. 

GCM has a tighter practical bound due to the polynomial MAC: after 2³² invocations, the forgery 

probability becomes non-negligible. These quantitative differences matter for high-volume 

applications. 
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3. Mode-by-Mode Existence Justification 

We now map each mode onto the requirement axes and state explicitly why it exists or whether 

it should be deprecated. 

3.1 ECB (Electronic Codebook) 

Security goal: Confidentiality (barely). ECB is NOT IND-CPA secure because identical plaintext 

blocks produce identical ciphertext blocks. This is a deterministic, stateless transformation. 

Why it exists: ECB is the raw block cipher applied to each block independently. It is the identity 

element of the mode taxonomy: no chaining, no state, no IV. Its legitimate uses are: 

• Key wrapping (where the input is a random key, so the determinism leaks nothing). 

• Building block for other constructions (e.g., CMAC uses ECB as a subroutine). 

• Single-block encryption of random or unique data (e.g., encrypting a single 128-bit 
token). 

ECB example analyzed: Once an academic proposed encrypting 4 bytes of asynchronous data 

by padding with random bytes to fill a block, then ECB-encrypting. Let us analyze this precisely. 

If you pad 4 bytes of message m with 12 random bytes r, forming B = m || r, then ECB(B) = E_K(m 

|| r). Because r is fresh and random each time, the input to E_K is (with overwhelming probability) 

unique each time, even if m repeats. The block cipher, being a PRP, maps distinct inputs to 

distinct outputs. So an adversary sees distinct ciphertexts even for repeated messages. This is 

actually IND-CPA secure for single blocks. It is a valid construction. However, it is reinventing 

randomized encryption: you are essentially building a one-block version of SIV or a randomized 

scheme. The question is whether the savings over CTR (which also handles this case trivially) 

justify the bespoke construction. The answer is: only if you are severely constrained and the block-

by-block random-access property of ECB is required. In practice, CTR with a random nonce does 

the same thing with less risk of implementation error. 

ECB exists as a primitive. It should never be used directly for multi-block confidentiality. For single-

block encryption of high-entropy data, it is legitimate but rarely the best choice. 

3.2 CBC (Cipher Block Chaining) 

Security goal: Confidentiality (IND-CPA with random IV). 

Why it exists and persists: CBC was the workhorse mode for decades. It provides IND-CPA 

security with a simple construction: C_i = E_K(P_i XOR C_{i-1}). Its key properties are: (1) parallel 

decryption, (2) requires only the forward cipher for encryption and the inverse cipher for 

decryption, (3) bit errors in C_i affect only blocks i and i+1, allowing partial recovery. 

Why it should be avoided in new designs: CBC has a well-documented history of 

implementation vulnerabilities. Padding oracle attacks (Vaudenay 2002, POODLE, Lucky13) 

exploit the combination of CBC with PKCS#7 padding and the tendency of implementations to 

leak whether padding is valid before checking a MAC. The fundamental issue is that CBC requires 

padding, and padding creates a side channel if error messages differ between bad padding and 

bad MAC. Furthermore, CBC encryption is sequential. 
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Unique niche: CBC-MAC (and its refinements CMAC/OMAC) use the CBC structure for 

authentication only. Here the sequential nature is irrelevant (MACs are computed once), and the 

construction is well-understood. CBC-MAC on fixed-length messages, and CMAC on variable-

length messages, are provably secure PRFs. 

CBC for confidentiality is legacy. CBC-MAC/CMAC for authentication remains current and well-

justified. 

3.3 CTR (Counter) 

Security goal: Confidentiality (IND-CPA). 

Why it is the default confidentiality-only mode: CTR converts a block cipher into a 

synchronous stream cipher: keystream block K_i = E_K(nonce || counter_i), ciphertext C_i = P_i 

XOR K_i. Properties: (1) fully parallelizable encryption and decryption, (2) random-access 

decryption, (3) requires only the forward cipher, (4) no padding needed (final partial block simply 

XORs with truncated keystream), (5) zero ciphertext expansion beyond the nonce. 

The nonce discipline: CTR security collapses completely under nonce reuse. If the same (key, 

nonce) pair is used twice, the XOR of the two ciphertexts equals the XOR of the two plaintexts. 

This is a two-time pad and is practically exploitable. The nonce must be unique per encryption 

under a given key. This is a hard requirement, not a suggestion. 

CTR is the correct confidentiality-only mode for essentially all modern applications. It is the 

encryption engine inside GCM, CCM, SIV, and many other AEAD constructions. 

3.4 OFB (Output Feedback) 

Security goal: Confidentiality. 

Why it exists: OFB generates keystream by iterating the block cipher: O_i = E_K(O_{i-1}), C_i = 

P_i XOR O_i. Like CTR, it creates a stream cipher. Like CTR, it requires only the forward cipher 

and needs no padding. 

How it differs from CTR: The keystream is generated sequentially (each output feeds back as 

input). This means: (1) no parallel keystream generation, (2) no random-access decryption, (3) 

keystream can be precomputed before plaintext arrives (same as CTR). The error propagation is 

identical to CTR: single-bit ciphertext errors produce single-bit plaintext errors. 

Why CTR dominates: CTR is strictly superior in every measurable axis: it is parallelizable, 

supports random access, and has equivalent security. The only historical argument for OFB was 

its availability in legacy hardware and standards. OFB also has a subtle pitfall: if the IV is not 

chosen uniformly at random (and specifically if the block cipher has a short cycle), the keystream 

can cycle. CTR has no cycle concern because the counter is explicit. 

OFB is dominated by CTR. It exists for backward compatibility only. No new system should 

choose OFB over CTR. 

3.5 CFB (Cipher Feedback) 

Security goal: Confidentiality. 
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Unique property — self-synchronization: CFB feeds the ciphertext back into the block cipher 

input: C_i = P_i XOR E_K(C_{i-1}). If a ciphertext block is lost or corrupted, decryption produces 

garbage for a bounded window (one shift register length) and then resynchronizes automatically. 

This is a property that no other standard mode provides. 

Sub-block operation: CFB-s operates on s-bit segments (s = 1, 8, or 128 typically). CFB-1 and 

CFB-8 allow bit-level or byte-level streaming with self-synchronization at fine granularity. The cost 

is extreme: one full AES invocation per s bits of data. For CFB-8, that is 16x the cost of full-block 

modes. 

Why it still exists: Self-synchronization matters in unreliable communication channels (radio 

links, certain legacy serial protocols) where frame boundaries can be lost. If you lose a block on 

a CTR or CBC stream, you lose synchronization forever (unless you have a higher-level framing 

protocol). CFB recovers automatically. This is a genuine, non-trivial requirement. 

CFB occupies a unique niche: self-synchronizing confidentiality for unreliable channels. If you do 

not need self-synchronization, CTR is better in every way. 

3.6 GCM (Galois/Counter Mode) 

Security goal: AEAD. 

Construction: CTR mode for encryption + GHASH (polynomial evaluation over GF(2¹²⁸)) for 

authentication. GHASH authenticates both the ciphertext and the associated data. The tag is the 

GHASH output XORed with an encrypted counter block. 

Why it dominates: GCM is fully parallelizable for both encryption and authentication. With AES-

NI and PCLMULQDQ instructions on modern x86 processors, AES-GCM achieves throughput 

exceeding 10 Gbps on a single core. It is the default TLS 1.3 cipher suite. It provides AEAD with 

minimal ciphertext expansion (16-byte tag) and online processing. 

Weaknesses: (1) Catastrophic nonce reuse: reusing a nonce leaks H (the authentication key), 

allowing universal forgeries. This is worse than CTR nonce reuse, because not only is 

confidentiality lost, but authenticity is also destroyed. (2) Short tag vulnerability: GCM with 

truncated tags (e.g., 32-bit tags) has worse-than-expected forgery bounds. (3) The security proof 

degrades with the number of queries and the maximum message length; the practical bound is 

approximately 2³² blocks per key. (4) GHASH is a polynomial MAC, not a PRF, which makes it 

more fragile under misuse. 

GCM is the correct choice when: hardware support exists, nonce uniqueness can be guaranteed, 

and high throughput is required. It is not the best choice when nonce discipline is questionable. 

3.7 CCM (Counter with CBC-MAC) 

Security goal: AEAD. 

Construction: CBC-MAC over the formatted input (associated data + plaintext), then CTR 

encryption of the plaintext and the MAC. Two passes over the plaintext. 

Why it exists alongside GCM: CCM uses only the forward block cipher for both authentication 

(CBC-MAC) and encryption (CTR). No GF(2¹²⁸) multiplication is needed. This makes it 
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significantly smaller in hardware and simpler in constrained implementations. CCM is specified 

for IEEE 802.15.4 (Zigbee, Thread), Bluetooth, and other IoT protocols precisely because the 

silicon area for GHASH is non-trivial. 

Weaknesses: (1) Offline: CCM requires knowing the message length before processing begins 

(it is encoded in the first CBC-MAC block). This prevents streaming. (2) Two-pass: the plaintext 

is processed twice (once for MAC, once for encryption). (3) Sequential authentication (CBC-MAC 

is inherently serial). (4) The formatting function is complex and error-prone to implement. 

CCM exists because it provides AEAD using only E_K (no inverse cipher, no GF multiplication) 

at the cost of being offline and two-pass. This is the correct trade-off for constrained devices. 

3.8 SIV (Synthetic IV) and AES-GCM-SIV 

Security goal: Nonce-misuse-resistant AEAD (or deterministic AE if no nonce is provided). 

Construction: SIV (RFC 5297) computes a PRF (S2V, based on CMAC) over the associated 

data and plaintext to produce a synthetic IV, then uses that IV for CTR encryption. AES-GCM-SIV 

(RFC 8452) uses POLYVAL (a variant of GHASH) and a key-derivation step from the nonce for 

the same purpose. 

Why it must exist: This is the only standardized answer to the nonce-reuse problem. In systems 

where nonce uniqueness cannot be guaranteed (virtual machines with snapshot/restore, 

distributed systems without coordination, implementations that might have RNG failures), SIV 

degrades gracefully: repeating a nonce with the same plaintext reveals the repetition, but nothing 

else leaks. With distinct plaintexts, even a repeated nonce produces secure ciphertext. 

Costs: (1) Offline: the PRF must process the entire plaintext before encryption can begin. (2) 

Two-pass. (3) Slightly larger implementation than GCM (needs both CMAC/POLYVAL and CTR). 

SIV/GCM-SIV is the correct choice when nonce discipline is uncertain. The offline requirement is 

the price of misuse resistance. This trade-off is mathematically unavoidable: any online encryption 

scheme leaks information under nonce reuse (because it must commit to ciphertext before seeing 

the full plaintext). 

3.9 OCB (Offset Codebook) 

Security goal: AEAD. 

Why it is technically superior: OCB provides AEAD in a single pass over the plaintext with full 

parallelism. It requires only the forward block cipher plus a simple doubling (multiplication by x in 

GF(2¹²⁸), which is just a shift and conditional XOR). Throughput is essentially the same as raw 

ECB encryption. It has the best security bounds among block-cipher-based AEAD modes. 

Why it is not ubiquitous: Patents. OCB was covered by patents held by Phillip Rogaway until 

2021 (the patents have now expired or been dedicated to free use for open-source software). 

During the critical period when TLS, IPsec, and IEEE 802.11 were selecting AEAD modes (2005–

2015), OCB was encumbered. GCM, which was patent-free, won the standards war. 
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OCB is the theoretically optimal block-cipher-based AEAD mode. Its non-adoption is a 

consequence of intellectual property history, not technical inferiority. For new designs where 

licensing is not a concern, OCB3 deserves serious consideration. 

3.10 XTS (XEX-based Tweaked-codebook mode with Ciphertext Stealing) 

Security goal: Length-preserving encryption for storage (disk/sector encryption). 

Why it is unique: XTS solves a specific problem that no other mode addresses: encrypting fixed-

size disk sectors where the ciphertext must be exactly the same length as the plaintext (no room 

for IV or tag) and each sector must be independently decryptable (random access). XTS uses a 

tweak (typically the sector number and block index) to ensure that identical plaintext blocks at 

different positions encrypt differently. 

What it does NOT provide: Authenticity. An adversary with write access to the ciphertext can 

modify data without detection. XTS provides only semantic security on a per-sector basis, and 

even that degrades: identical plaintext blocks within the same sector are encrypted differently, but 

identical sectors produce identical ciphertext. This is inherent in any deterministic, length-

preserving scheme. 

XTS exists because disk encryption has a hard constraint (length preservation, no expansion) 

that no AEAD mode can satisfy. It is the right tool for that specific job and wrong for everything 

else. 

3.11 Key Wrapping Modes (KW, KWP) 

Security goal: Authenticated encryption of cryptographic keys. 

Why they exist: Key wrapping has unique constraints: the input is a cryptographic key (high-

entropy, typically 128–256 bits), there is no nonce or IV (the wrapping must be deterministic for 

key management protocols), and the expansion must be minimal. AES-KW (NIST SP 800-38F) 

uses a Feistel-like structure with 6 rounds of AES to provide both confidentiality and integrity with 

only 64 bits of expansion. AES-KWP adds padding support for non-aligned key sizes. 

Key wrapping modes exist because their input is always high-entropy (making deterministic 

encryption safe) and the operational requirements (no nonce, minimal expansion, deterministic 

output for interoperability) are incompatible with standard AEAD modes. 

3.12 FF1 and FF3-1 (Format-Preserving Encryption) 

Security goal: Confidentiality with format preservation. 

Why they exist: Sometimes the ciphertext must have the same format as the plaintext: a 16-digit 

credit card number must encrypt to a 16-digit number, a 9-digit SSN must encrypt to a 9-digit 

number. This is required for legacy database schemas that cannot accommodate longer 

ciphertext fields. FPE modes use Feistel networks over small domains to achieve this. 

Security limitations: FPE over small domains inherently leaks more than standard encryption. 

The security proofs require significantly more block cipher invocations (many Feistel rounds), and 



Taxonomic Framework for Block Cipher Modes 

PakCrypt.Org  Pg. 11 of 15 

the practical security margins are thinner. FF3 was found to have vulnerabilities and was revised 

to FF3-1. 

FPE exists solely to satisfy legacy format constraints. If you can accommodate standard 

ciphertext, use a standard mode. FPE is a last resort, not a preference. 
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4. Comprehensive Classification Matrix 

The following table maps every major mode against the canonical axes. Read horizontally to 

understand a mode; read vertically to find which modes satisfy a requirement. 

Mode Goal 
Nonce 
Misuse 

Online 
Parallel 

Enc 
Parallel 

Dec 
Self-
Sync 

Enc 
Only 

Rand 
Access 

Expansion 
Sub-
Block 

Key 
Niche 

ECB C* N/A ✓ ✓ ✓ ✗ ✗ ✓ Pad Block Primitive 

CBC C Cat. ✓ ✗ ✓ ✗ ✗ ✓ Pad Block Legacy 

CTR C Cat. ✓ ✓ ✓ ✗ ✓ ✓ Zero Block Default 
C 

OFB C Cat. ✓ ✗ ✗ ✗ ✓ ✗ Zero Block Obsolete 

CFB C Cat. ✓ ✗ ✗ ✓ ✓ ✗ Zero Bit/Byte Self-
sync 

GCM AEAD Cat. ✓ ✓ ✓ ✗ ✓ ✗ Tag Block High-BW 

CCM AEAD Cat. ✗ ✗* ✗* ✗ ✓ ✗ Tag Block IoT/HW 

SIV AEAD Resist ✗ ✓† ✓† ✗ ✓ ✗ Tag Block Misuse-
R 

GCM-SIV AEAD Resist ✗ ✓† ✓† ✗ ✓ ✗ Tag Block Misuse-
R 

OCB3 AEAD Cat. ✓ ✓ ✓ ✗ ✓ ✗ Tag Block Optimal 

XTS C Det. ✓ ✓ ✓ ✗ ✗ ✓ Zero Block Disk enc 

KW/KWP AE Det. ✗ ✗ ✗ ✗ ✗ ✗ 64b Block Key 
wrap 

FF1/FF3 C Det. ✗ ✗ ✗ ✗ ✗ ✗ Zero Flex FPE 

CMAC A N/A ✓ ✗ ✗ ✗ ✓ N/A Tag Block Auth 
only 

C* = not IND-CPA for multi-block. Cat. = catastrophic. Det. = deterministic (no nonce). Resist = 

graceful degradation. ✓† = parallel CTR phase only (PRF phase is sequential). ✗* = CTR phase 

parallel, CBC-MAC sequential. Highlighted rows indicate recommended defaults. 

5. Decision Framework: Choosing a Mode 

The choice reduces to answering a sequence of questions. Each answer eliminates modes. 

5.1 Question 1: Do you need authenticity? 

If yes (and you almost certainly do), you need AEAD. This eliminates ECB, CBC, CTR, OFB, CFB 

as standalone choices. Proceed to Question 2. 

If no (rare: you have a separate authentication mechanism, or you are building a higher-level 

protocol that handles integrity), you need confidentiality-only. Use CTR. The analysis is complete. 

CTR dominates all other confidentiality-only modes unless you need self-synchronization (use 

CFB) or disk-sector encryption (use XTS). 
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5.2 Question 2: Can you guarantee nonce uniqueness? 

If yes with high confidence (hardware counter, centralized nonce allocation, stateful protocol like 

TLS), use GCM (hardware-accelerated environments) or OCB (if licensing permits and hardware 

support is available). These are online and fully parallel. 

If no, or if you are uncertain, use SIV or GCM-SIV. Accept the two-pass/offline cost as the non-

negotiable price of safety. 

5.3 Question 3: Is the environment resource-constrained? 

If yes (embedded, IoT, small silicon budget), CCM is the correct choice. It uses only the forward 

block cipher. No GF multiplication hardware needed. 

If the device is extremely constrained (8-bit microcontroller), consider whether a lightweight cipher 

(ASCON, which won the NIST lightweight cryptography competition) is more appropriate than a 

block cipher mode at all. 

5.4 Question 4: Is this disk/storage encryption? 

If yes, use XTS. You have no choice: the length-preservation constraint eliminates all AEAD 

modes. 

5.5 Question 5: Is the data a cryptographic key? 

If yes, and you need deterministic wrapping with no nonce, use AES-KW or AES-KWP. 

5.6 Question 6: Must ciphertext preserve plaintext format? 

If yes, use FF1 or FF3-1. Understand the reduced security margins. 

6. Common Misconceptions Addressed 

6.1 "CBC is insecure" 

Imprecise. CBC provides IND-CPA security with a random IV. The problems are implementation-

level (padding oracles) and architectural (no built-in integrity). CBC used correctly with Encrypt-

then-MAC and constant-time padding validation is secure. But "used correctly" has proven too 

hard for the ecosystem, which is why we moved to AEAD. 

6.2 "ECB is always insecure" 

Wrong. ECB on a single block of high-entropy data (a random key, a random token) is a secure 

PRP application. The penguin image attack applies only to multi-block encryption of structured 

data. The statement should be: ECB does not provide IND-CPA security for multi-block messages 

with structure. 

6.3 "GCM is the best mode" 

GCM is the fastest standardized AEAD mode on hardware with AES-NI and PCLMULQDQ. It is 

not the "best" in any absolute sense. It has catastrophic nonce-reuse behavior (worse than CTR 
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alone, because authenticity is also destroyed). It has worse security bounds than OCB. It requires 

additional hardware (GF multiplier). For constrained devices, CCM is better. For uncertain nonce 

discipline, SIV is better. 

6.4 "Authenticated encryption solves everything" 

AEAD does not help with: key management, side-channel attacks, traffic analysis, metadata 

protection, or the fundamental problem of getting implementations right. AEAD is necessary but 

not sufficient. 

7. On the Theoretical Inevitability of Multiple Modes 

One might hope for a single mode that is optimal on every axis. We can prove this is impossible. 

7.1 Online vs. Misuse Resistance: A Proven Trade-off 

Theorem (Rogaway and Shrimpton, 2006): Any online encryption scheme that uses a nonce 

cannot be nonce-misuse resistant in the strongest (MRAE) sense. Proof sketch: An online 

scheme must emit ciphertext for the first block before seeing the second. If the adversary submits 

two messages that share the first block but differ in the second, the online scheme must emit the 

same first ciphertext block for both (under the same nonce). A misuse-resistant scheme that is 

offline can use information from the second block to influence the first ciphertext block (via the 

synthetic IV), avoiding this leakage. Therefore, no single mode can be simultaneously online and 

nonce-misuse-resistant. This one theorem justifies the existence of both GCM (online, nonce-

sensitive) and SIV (offline, misuse-resistant) as mathematically distinct points in the design space. 

7.2 Length Preservation vs. Authenticity: Information-Theoretic 

Authentication requires ciphertext expansion. A tag of t bits provides at most 2^{-t} forgery 

probability. Zero expansion means zero authentication. Therefore, XTS (length-preserving) and 

GCM (AEAD with tag) cannot be the same mode. No trade-off or clever design can reconcile this. 

7.3 Self-Synchronization vs. Parallelism 

Self-synchronization requires that the decryption of block i depend on a sliding window of recent 

ciphertext blocks. This creates a data dependency chain that prevents parallelism. CTR achieves 

parallelism by making each block depend only on the nonce and counter (no data dependency). 

These are structurally incompatible. CFB and CTR cannot be the same mode. 

8. Conclusions 

The space of block cipher modes is not a mess. It is a multi-dimensional space where each axis 

represents a genuine engineering constraint. Modes that appear redundant differ on at least one 

axis that matters for some application. Modes that appear universally inferior (OFB) genuinely are 

and should be retired. 

The practical recommendations reduce to a short list. For the vast majority of applications, one of 

three modes suffices: GCM for high-performance authenticated encryption with reliable nonce 
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management, SIV or GCM-SIV for authenticated encryption when nonce discipline is uncertain, 

or CCM for authenticated encryption on constrained devices. Everything else is a special case: 

CTR for confidentiality-only when a separate MAC exists, CFB for self-synchronizing channels, 

XTS for disk encryption, KW for key wrapping, and FPE for legacy format constraints. 

The fundamental insight is this: the requirement axes are not independent preferences but 

mathematical constraints. The impossibility theorems in Section 7 show that certain combinations 

of properties cannot coexist in a single construction. The plurality of modes is not a failure of 

standardization; it is a consequence of the structure of the underlying cryptographic problems. 
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