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Round 1 (Onfine)  Until 06 OCT, 2024
Rournd 2 (Online) 12-13 OCT, 2024
Fina/ kound (On——enmpuS) 11-13 NOV, 2024
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National Cryptography Competition



_ :’showca*se their talent in the fleld of cryptography _? ~

~ The PakCrypt 2023 competition included more than 500 part|C|pants< from LT glons

)7 Paklstan competing in the three-round competition that culmm;aied in-a final round
on the NCCS campus. The finalist teams competed for cash: ’rllzes to‘tallng Rs. 1.4M,
but the competition was much more than this. It provrded young ‘minds with
opportunltles to connect with industry experts, receive jOb offers.-,., dlng for further
research and engage in mutual collaboration. ?
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Ew ___out PakCrypt 2024 Competltlon _
@é{kCrypt 2024 is a two- track, three-round competltlon-- th:
mprlses both online’and on-campus rounds ‘The compe tio
- aims to bring together talented minds of Pakistan around;_the
i world to showcase their skills and compete for cash prlzes in

| both professmnal and amateur tracks.

ROundt Registration | : blt IY/PCZZWEQ
- The first round is open to all Pakistani nationals.
= Itinvolves a registration process coupled with
2 " ascreening test. The registration process '
- .collects basic information about candidates,
" . while the test serves as an entry-level filter.
.~ ' Top qualifiers from Round 1 will be announced by the start of
0c_tober and _mwted to comp_ete m_the _,egg_ond round.

- Round 2 Onllne Compet|t|on

“The second round of PakCrypt W|ll be conducted online. It is
planned to take place in middle of October. Participants who
qualify from Round 1 will have the opportunity to display their
skills and compete against other talented individuals. The

- -..qualifiers of Round 2 will be glven opportunlty to register for

Round 3 as a team of 1-2 persons' {both of whom must be
Round 3 quallfled) Note that prizes th[ be equatly shared
among wmmng team members. o R

Round 3: 0On- Campus Fmai ;
The final round of PakCrypt 2024 will be eld __rt;zampus at

. £NCCS, Air Universi i The
. from the previous r
prestige,

Please VlSIt the |
further detallgﬁ
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_many rlddles of Round 2.

o Stu Schwartz: Cryptology for Beglnners (Amateur) |

| e W. Stalling: Cryptography and Network: Securlty 7e and JP

Aumasson Serious Cryptography (Professmna"'

o A" For Round 3, if you are comlng out of the tW|n c:|t|es there
= are a number of slots for free accommadation. Please contact

. the organizers if you are selected for Round 3; at least 2 weeks

_-.in advance.

R ~No TA / DA is admissible f.ori.; Round 3 participants,

~however, food and accommodatlon ‘may be arranged for
quallfled top teams. Further, each flnallst team that does not fall

. .ln__t_o_p 3 slots..W|ll receive an ‘encouragement cash prize.

A For Amateur Track |n Round 3 a teacher of corresponding
institute may accompany as part of the student team, however,
the teacher will not be allowed to help students in Round 3
challenges. - : .

O The amount of prlze money, allled'beneflts and distribution
formula will be announced pr|or to Round 3 At basellne Rs.
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Q # 3 What |s next?
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Q # 4:- A bag contains 4 red, 3 bme, and: 2 green balls. If a ball
- is drawn at random from the bag, what is ’the__probablllty that it
ist " - 2

; a) Red _
g f‘;‘"”c‘:) :":_'Blue;ip_r Green .
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# 5:- A group of frrends went on a hol|day to-taf_-bea'ch;.r
Theyve decided to' participate in a relay race whe' )
person can run at a different speed. The group cons1sts of 4

friends: Alice, Bob, Charlie, and DaV|d Here, are their

g

; ,resp_e_:ctlve speeds:

Alice can complete the race in 10 minutes; Bob can complete
~* the race in 15 minutes; Charlie can complete the réc'e_' in 20
‘minutes; David can complete the race in‘25 minutes
However, due to the rules of the relay race, only two people
. “can run at the same time, and they must carry a baton that
,.J;t:hey pass on to the next pair. The speed of each pair is
dete’rmmed by the slower person. '
“Given lhese conditions: -

-) What is the fastest tlme lhat all friends can complete the
race? = B -
b) What is the order of runners for that fastest time?

Q # 6:- Con5|der the followmg':%tatements “All apples are
fruits. No fruit is a vegetable. Some vegetables are green.”

Based on these slatements (and nothmg else) answer the
following quest|ons ' ; S

..a)‘ Are all fruits ap’ﬁl‘é's’)"
b) Can an app[e be ave

pakeryptaor
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& Sam ple Qu estlons

12(37| ?

e Answer is 106

Q # 2:- Arrange one of each of the four glven numbers as well
~as one each of the symbols — (minus), X (times) and + "
(plus) In every row and column to arrlve ‘at the-answer

_at the end of the row or column, making the calculations

in the__ordg_r'-m which they appear._.=(_H|n_t;.- Only 2,3,7,8 are used)

i
Y

3 = + 3 X 2 Sl 7 = 15




X X e -
ol 8 x 2 : T 3 = 12
.. '_; : = . = . =
Shdal 8 a3 27
Q # 3:- A message is hidden in the following maze. What
is the message? (Hint: Message starts with FAIL)
Z W F W Z U M|CcC | Fla j|m
WI|Z | T | Z|U | M | Z|C C F A ]
F T|wW T|IM|K C|IN Cl1lA ] M
WIW L WI|T L K L|J]C F A ]
B F T | H L W|IWJ|]L]|N F |l A J M
] T W| T |W T F|Z]J]C|A ] M| W
! ; W | MIW T HIWIMIM ] M W| T
M J M WI|L|]Z U|H T W T]|H
DF A ) | T H L wilL | H| T | H L
A J M WI|IL|IW T|W T F W Z

=
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: Sample Questlons o
For Round 2 and F|nal Round (Am.-at'eur)

s -olutlon - First solve the maze. The answer WIll e
“FAJMWTHLWTFWZUMZCKLNCC" As the message start-s.wrth PR
““EAIL" FAJM corresponds to it. It is easy to check that there is
" no shift in F and A. There is one shift in | and L. Movmg Forward,
itis easy to judge that the sequence of shifts fo‘r [etters is..
00,11,22,33,44,...... Mapping these shifts will result in
: ___“FAILUREISPARTOFSUCCESS" : : s

SR An Encryption scheme is'.pro'\'/id_ed- below.
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' _"all the employees of its organization.

) #1:- A company has prov1ded publlc and ’private RSA key

a) ' The company boss has used the same vatufeﬂ'o'f.p, q and
thus n to generate the different private and pubhc keys for

each employee. Values of p,g are not sﬁaned &W|th any
-employee Rl
- b) The private key is securely prowded to each employee-
~+and all the public keys have been" posted on the company
.. whatsapp group. e
. You are one of the employees and your jOb IS . to break the
'~ 'system i.e. provided that you have your private and public key
* "-and the value of n, find the private key of any other employee
:: (you already have the public keys of all employees)

As an example we are, prowdmg you ‘a sample value of n and

g _I'one prlvate/publlc key palr

6b81d90c01b573521f728943af7deeffdbf3bf39d4b7b92057d4bbb7
e395909d5fd0643aab511fb2f21e9e4bca7a9f2dcabelafd22328d60
5566223c0efaOf7e55215f467d4fb88baaf3f11347dff5701a8cda615

.a489ae95d1eealn‘a2aae21a84f53@?a1297949a2223c09949f2309

e3e1b56c075c2¢4593347ba10e"i’lsdaBB?
Eemp1- 10001 3 Ly

Demate; R ,
4ad930800780893597e76a61d180e0310ab5¥d610a148fb350f32f6
eabe8a9b2a7ceb2b99624f8e8e16127dca4b012bb12b5ca1c8afe9f

 277ecd88f03f8d21d36 cfac3ad3458184ae 3922150b79d2f4

c53e50e2cldcff
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: Sample Questlons
'For Round 2 and Final Round (Professmnal

: Solutlon - |
1. Compute k=ed-1 (k is a multiple of CD(n)) se AT
2. Determlne the exponent of 2, t, in the factonz;atmn of kK, i.e.

factor k into the form :

- k=2tr with t>0 and r is odd.

-3 Pick a random x |2<x<N

4. Compute the sequence s = gt/2, gk/" gk (mod N) .
5. Determine the first index i such that s#tl (but of course |ts

l_.:_l_,:.,;ﬁsquare will be 1)

* o lf no such index exists, choose a new x and try again.
0 OtherW|se let p=gcd(s,_ 1,N) and q N/p

“Q # 2= Master Inc. Corporations database server is under
attack, the attacker uses the followmg equation, to encrypt the
data: : o

y+17mod26 | T ' e -

.. When the attack 1s complete th’ "'*attacker leaves a message

flashing on the' screen
“MLKB CRXE NMLV LGRG LNEX BQJB W,GGC BNEB XZNP VRDB"
The CERT team. is' trying their best to make sense of the
message, as they bel|eve |t could reveal th - -'1|-d§-nt|ty of attacker,
can you help them’? AL e
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| "Solutlon Lohet
- C=Ay#11 mod 26 s
- Where, C stands for text appears on screen and
text. C=17=Ay mod 26 C-17/A=y mod 26 S Tee
So, for value of A4, the followmg condltlon must holds.
-;___.gcd(A 26)=1
~ Hence, possible value of 4 are {1,3,5,7,9 11 15 17,19,21 23 25}
= For A=1: -
- Equation becomes (C-17)/1=y mod 26 C 17 ymod 26
7. Now by putting one by one value of .appeared text in above
5‘9'=""_”'equat|on corresponding text is “VUTK Wbl ST oo

b —=-c =o- ----% |t does not show a. meanlngful text.
"ForA =3 i

: Equatlon becomes (C= 17)/3 ymod 26 9(C 17)=y mod 26
“Now by puttlng one by one value of appeared text in above
equation, corresponding text is “HYPM ———————————————————— -

----------- ---* It does not show a meanlngful text.
For A=5: | '

~_Equation becomes— (C—17)/5 ympd 26 21(C 17)= ymod 26
- Now by putting one by one va[ue ef appeared text in above
equation, correspondlng text is “ZEJC
--------------- ‘. It:does not show a meamngful text.

"i-j_s required
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Solutlon Q #2:- For A=9: :
Equatlon becomes (C-17)/9=y mod 26, 3(C—17) y_j-mod 26
- Now by putting one by one value of appeared text m above
equatlon corresponding text is “LIFE ---: bt
L= mmem —mem —-e- ——--" |t shows a meamngful text So, .
. continuing in this way, get a whole text which |§_f‘LIFE HAS
..NO LIMITATIONS EXCEPT THE ON'ES, YOU MA-K-E",.'

Q # 3:- You have been provided with the publlc key of a

32_;'ff|ct|ve person - Ahmed - and a list of mtercepted messages.

~The 5|gnedMessages is a list of intercepted messages

= “containing the plain text and the ECDSA signature. The hash

- of plain Text used for the s:gnature is also provided with the
-.message. Value of q is 503

{ :
“name'_'z'_“Ahmed“,"
"publicKey"; { iy ' i }
Il |||, Il82|l Pk falr

¥ IIyII II246II
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Sy “-signedMessag'és“: [{#
i, "text": "Pakistani",
"hash": 263,
~"signature": {
e "s": "142" }
"text": “Cryptography”,
"hash": 323,
"signature": {
“r': "414",
" "3a0° Jronis

L r.,t-e-xt“: = Cryp to C",._ ot A
L Pheshm 114, aEe
~ "signature™: { . .

PR PAGOR S
s 13888k |

“text": “Crypto2024"
"hash?: 362,

5|gnature { SR
g 290 }
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- messages on his behalf.

i _:_.Text : Hash
‘. Pakistan 2717
- Cryptography 2217
NCCS 284

Solution:- This is nonce attaék The"last fwo 'va"lues of

'""""':""_"-:_,\_-..:signature r' are same so they have been ‘generated with the
same value of “k". : '

And ‘we can find it with the formula
K = (54=55)"* (H(m,)-H(my)) % g
' _Putllng the values, we get k= 473

Now the p'i"ivate key can be e"xt_racted from the formula of S,
or S5 e.g. Sg= k™ (H(m; )+ r * d) and it comes out as 431.
Once- you have the prlvate key, it is trivial to sign any
message. -
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" PakC ry‘p”-t- -.-P'a" ﬁtii cipants’ D a‘t a”- _C-tt:'llie'c_fl;d_-gj;;}-' s

' By part|C|pat|ng in PakCrypt you agree to the
collection and use of your personal mformatmn' by the
PakCrypt Organization Committee for the followmg
Purposes Wi s
« Verification of participants for Age /Assoc :_=t;,|'on /

- = Nationality / Place of Residence / etc. -

__* Informing participants of PakCrypt Updates -
-« Distributing prizes to part|C|pants in the flnal round

:f=_*"3ﬁF*ersonal information will not be shared with any
. commerclal entity or used for any other purposes
| W|thout your consent. g

— :

Disclaimer: The terms and conditions of the PakCrypt 2024
Competition, including dates and prize money, are subject to
change by the PakCrypt organlzers without explicit prior -
notice. The organizers’ selected jury has discretionary
powers for deC|S|on makmg mcludmg awarding points and
the selection-of winners. All media, information, and data in
this brochure have been collected and assembled by
anonymous volunteers. Therefore, the PakﬁCrypt organizers
or NCCS bear no respon5|b|l|ty for capyrlght“ infringements
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