
Mega constellations, like 

Starlink, pose significant 

risks. They can obstruct 

clear sky views, leaving 

bright streaks that 

interfere with 

astronomical 

observations. The 

congestion in Low Earth 

Orbit (LEO) increases 

collision risks, 

exacerbating space 

debris issues. This could 

hinder space 

exploration. Additionally, 

the proliferation of 

satellites raises privacy 

concerns, potentially 

enabling widespread 

eavesdropping and 

tracking. Despite the 

benefits of global 

connectivity, the 

adverse impacts on our 

skies and privacy are 

considerable.

|  PA K C R Y P T. O R G |

Dark Side of Mega-constellations

WHITEPAPER December 30th, 2023

The advent of megaconstellations, exemplified by projects 

like Starlink, has promised revolutionary advancements in 

global communication and internet accessibility. However, 

beneath the veil of progress lies a host of significant risks 

and concerns that warrant careful consideration. 
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“Arguing that you don't care about the 

right to privacy because you have nothing 

to hide is same as saying you don't care 

about free speech because you have 

nothing to say.” (Edward Snowdon)

Celestial Light Pollution: One of the foremost concerns 

is the astronomical light pollution they introduce. As these vast 

networks of satellites orbit the Earth, they reflect sunlight, 

creating an artificial luminosity that interferes with ground-based 

telescopes. This interference impedes the ability of astronomers 

to observe celestial objects clearly, limiting our understanding of 

the universe and compromising scientific endeavors.

Space Exploration Impediments: Megaconstellations

pose a direct threat to space exploration missions. The cluttered 

orbital environment hampers navigation and complicates mission 

planning.

Space Debris Proliferation: The deployment and 

maintenance of megaconstellations contribute to the proliferation 

of space debris, presenting a long-term hazard to both satellites 

and crewed space missions. Collisions between satellites and 

debris can create cascading effects, generating even more 

fragments and exacerbating the problem. 

Eavesdropping and Citizen Tracking: The extensive 

coverage provided by megaconstellations raises concerns about 

the potential for widespread surveillance. With the ability to 

blanket vast areas of the Earth's surface, these constellations 

could be exploited for eavesdropping and tracking activities

While megaconstellations promise unparalleled global 

connectivity, their dark side unveils a plethora of risks that 

demand careful consideration. Balancing the benefits with the 

potential adverse effects on astronomy, space exploration, and 

privacy is essential for ensuring the responsible and sustainable 

deployment of these transformative technologies. 


