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Modern Android smartphones carry a wealth of sensitive data, making them prime targets for a 

spectrum of threat actors – from cybercriminal gangs to advanced persistent threats (APTs) and 

state agencies. Since 2020, the South Asian region (India, Pakistan, Bangladesh, etc.) has 

witnessed a surge in real-world Android attacks that range from basic social engineering tricks to 

sophisticated zero-click exploits. This report surveys all major attack vectors used in the wild 

to hack Android phones and steal data, and concludes with “Survival Recipes” – tailored 

security practices for the general public and for high-risk individuals – to maximize one’s chance 

of survival against these threats. 

1 Social Engineering & Malicious Apps: The Easiest Way In 

1.1 Tricking Users into Installing Malware.  

The vast majority of Android hacks begin with social engineering – attackers simply lure users 

into installing trojan apps that hide malicious code. These apps masquerade as legitimate 

software such as utility tools, financial services, or even official government applications. In South 

Asia, there have been numerous cases of fake apps impersonating trusted entities to fool victims.  

For example, in 2025 researchers found a spyware app posing as “PM KISAN YOJNA,” an Indian 

government scheme app. This app acted as a dropper: upon installation it stealthily installed a 

secondary malicious APK, abused Android permissions, and exfiltrated personal data and SMS 

messages to a remote serverl. Similarly, scammers have created fake mobile operator apps (e.g. 

spoofing India’s Jio carrier app) and other service apps that do nothing except bombard the device 

with ads or steal data. 

1.2  Malware on Official App Stores.  

Even the official Google Play Store is not 100% safe from malicious apps. Cybercriminals have 

repeatedly succeeded in uploading trojanized apps to Google Play, relying on stealth 

techniques to bypass Google’s security screening.  

A prominent example is the Android banking trojan TeaBot (a.k.a. Anatsa/FluBot). Initially spread 

via SMS phishing (smishing) in early 2021, TeaBot later appeared on Google Play in 2022, 

camouflaged as a benign QR code scanner app. The app would install normally and even function 

as advertised, but it soon prompted users to “install a critical update” from outside the Play 

Store – which was the actual TeaBot payload downloaded from a GitHub repository. Once active, 

TeaBot would abuse Android’s Accessibility Service to gain wide privileges, intercept SMS texts, 

capture login keystrokes, and overlay fake screens to steal credentials (targeting hundreds of 

https://labs.k7computing.com/index.php/android-spyware-alert-fake-government-app-targeting-android-users-in-india/#:~:text=The%20dropped%20apk%20employs%20the,14
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banking and crypto apps globally). This clever two-stage method – a harmless-looking dropper 

from Play Store that fetches malware – has been used by many attackers to evade detection. 

1.3  Banking Trojans and Info-Stealers.  

Financially motivated groups often use trojan apps to directly steal banking passwords, OTPs, 

and personal information. In India, an evolving malware called Drinik exemplifies this trend. 

Active since 2016, Drinik upgraded in 2021 from a simple SMS stealer to a full-fledged Android 

banking trojan targeting dozens of Indian banks. Its latest version (circa 2022) pretends to be the 

official Income Tax Department app (“iAssist”), tricking users into granting extensive permissions. 

Once allowed, Drinik leverages Accessibility features for screen recording and keylogging, 

disabling Google Play Protect and invisibly capturing the user’s credentials as they log into real 

bank websites or apps. It even blocks incoming calls (to prevent fraud alert interruptions) and later 

presents phishing pages (e.g. a fake tax refund form) to collect credit card numbers and PINs.  

This demonstrates how modern Android malware can combine social lure (tax refund scams) with 

technical abuse of legitimate services to siphon sensitive data. Other widespread Android banking 

trojans like SharkBot, Cerberus, and Joker have similarly targeted users (including in South 

Asia) by posing as utility apps or VPNs, then surreptitiously intercepting SMS 2FA codes and 

overlaying login screens to hijack bank accounts. 

1.4  Unauthorized WhatsApp/Telegram Mods.  

Attackers also capitalize on the popularity of messaging apps. Kaspersky reported a rise 

in malicious modded versions of WhatsApp and Telegram in 2023, which were trojanized to 

steal chat data and personal info. These unofficial “mods” (e.g. “GBWhatsApp” or “WhatsApp 

Gold”) often circulate on social media and promise extra features, but hide spyware inside. For 

instance, the recent “eXotic Visit” espionage campaign (active 2021–2024) distributed fake end-

to-end encrypted chat apps like “Signal Lite” and “Wicker Messenger” on both third-party websites 

and Google Play.  

While these chat apps did function for messaging, they contained an open-source RAT 

(XploitSPY) that secretly harvested GPS location, microphone recordings, contacts, call logs, 

WhatsApp messages, and even files from WhatsApp/Telegram directories. Notably, some eXotic 

Visit spy apps were very narrowly downloaded (only a few dozen installs) — highlighting 

that attackers may upload custom malware to Play Store to target specific users, not mass 

spread. 

2 Honeypots and Trojanized Apps in Targeted Attacks (APT Tactics) 

While generic fraud malware is often broadly distributed, more targeted hacking campaigns in 

South Asia have used tailored social engineering to compromise particular individuals (military 

personnel, dissidents, officials, etc.). State-sponsored APT groups frequently deploy trojanized 

apps as “honeypots” – appealing directly to their targets’ interests or using human deception – 

in order to plant spyware on their phones. 
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One notable actor is Transparent Tribe (APT36), a suspected non-state group active since 2013. 

In 2022–23, Transparent Tribe conducted a campaign targeting Indian and Pakistani military and 

political persons via fake secure messaging apps. Operatives created fictitious online personas 

(often young women on social media) to engage targets in “romance scams,” eventually 

convincing them to download an Android chat app from a controlled website.  

Two such apps, named “MeetsApp” and “MeetUp”, were presented as private chat/calling 

platforms – but were trojanized with a powerful backdoor (CapraRAT). Once installed, these apps 

silently exfiltrated call recordings, ambient microphone audio, photos (via camera), screenshots, 

GPS location, and could execute commands like sending SMS or making calls. Because the 

victims believed they were using a secure messenger (often at the urging of the “honey trap” 

persona), they unknowingly granted extensive permissions to a spyware tool. ESET researchers 

found this operation highly targeted, with about 150 victims (mostly in India/Pakistan) and none 

of the malicious apps available on Google Play. 

This underscores how APTs leverage trust and personalization – the apps had legitimate chat 

functionality but with malicious code injected, and the lure was tailored (e.g. moving a romance 

to a “more secure” app under attacker control). 

 Another example is the Confucius APT which developed custom Android surveillanceware to 

spy on Pakistani officials. Confucius’ malware kits named SunBird and Hornbill were discovered 

in 2020, hidden inside apps relevant to the targets’ context. These included fake apps 

like “Kashmir News”, prayer apps, or even an app named “Google Security Framework” – likely 

to masquerade as a system update. Once installed, SunBird and Hornbill could dump nearly 

every piece of data from the device: call logs, contacts, SMS, device info, photos, GPS location, 

and even content from secure messaging apps (WhatsApp, IMO, BBM) by abusing 

accessibility services. They could surreptitiously record phone calls and ambient audio, take 

periodic screenshots, and even activate the camera to snap pictures. 

SunBird was the more aggressive variant, uploading complete data dumps (including WhatsApp 

databases, browser history, calendar info, etc.) to its Command-and-Control server regularly. 

Interestingly, Lookout’s analysis noted no exploits were used by these tools – victims were 

likely socially engineered to install them via third-party app stores or links, with the apps 

often fully functional trojanized versions of legitimate software. This reinforces that even state-

backed hackers often rely on tricking targets into installing an app, rather than hacking the phone 

via vulnerabilities, when the social route is viable. 

 Beyond South Asia, mercenary spyware vendors have provided similar mobile tools to 

governments worldwide. Indian and Pakistani activists and journalists have also been targeted by 

commercial spyware like Pegasus (by Israel’s NSO Group), Predator (by Cytrox), and others 

– which we discuss in the next section. Whether it’s a nation-state APT or a hired surveillance 

firm, the initial infection in many cases still boils down to a user being persuaded to install an 

application or click a link under false pretenses.  
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High-profile targets have been duped with spear-phishing messages carrying malicious app links 

(often sent via WhatsApp, SMS, or email from spoofed identities). For instance, researchers 

reported an APT they call “Bitter” which used a weaponized chat application dubbed Dracarys in 

2022. Distributed through WhatsApp messages, Dracarys pretended to be a secure chat app 

(even using the branding of legitimate apps like Signal), but delivered spyware capabilities similar 

to the above – reading messages, contacts, etc. Such cases illustrate the human 

element: hacking the user’s trust is often the first step to hacking the phone. 

3 Zero-Click Spyware: Exploiting Android with No User Interaction 

Not all attackers depend on user mistakes – zero-click attacks are those requiring no user 

action. These are typically the domain of elite APTs and commercial spyware targeting high-value 

individuals. A “zero-click” exploit leverages unknown software vulnerabilities to silently 

compromise a device (e.g. receiving a malicious message or call that triggers an exploit without 

any tap). While more commonly reported on iPhones, Android has also seen real-world zero-click 

hacks post-2020, often enabled by private spyware vendors selling these capabilities. 

 The most infamous is NSO Group’s Pegasus spyware, which can remotely take over a phone, 

access all data, and turn on camera/microphone without the victim’s knowledge. Pegasus 

infections of Android devices have been documented. Notably, Citizen Lab revealed that a 2019 

WhatsApp vulnerability (CVE-2019-3568) was exploited by Pegasus to hack Android phones 

worldwide. Simply receiving a specially crafted WhatsApp video call could inject the spyware – 

the target need not even answer the call. WhatsApp later notified 1,400 users (including dozens 

of Indian journalists and activists) that they had been targeted by this zero-click attack.  

More recently, investigative reporting in India uncovered that Pegasus was used repeatedly 

against journalists between 2018 and 2023, likely via iMessage and WhatsApp zero-click exploits 

sent to their phones. Once inside a phone, Pegasus can read messages and emails, exfiltrate 

photos, track GPS location, and eavesdrop on calls or ambient audio – essentially anything 

the device can do, the spyware can do as well. 

Android’s security model is slightly different from iOS, so Pegasus on Android may sometimes 

require a “tap” (e.g. one version used a malicious SMS link). However, Pegasus has employed 

multiple zero-day exploits over the years on both platformsl. The impact is devastating: Pegasus 

achieves kernel-level access, meaning encryption or app sandboxes offer no protection – the 

spyware sees all that the user sees. Its use by governments in South Asia (and globally) to surveil 

dissidents has raised severe human rights concerns. 

 Pegasus is not alone; other players like Cytrox’s Predator and RCS Labs’ Hermit spyware 

have been used in various countries. These typically involve a chain of exploits. For example, an 

Italian investigation in 2022 found that Hermit spyware was deployed on Android phones in 

Kazakhstan and Syria by tricking users into clicking a link, which then exploited a known Chrome 

bug and an Android privilege escalation bug (CVE-2021-1048) to install the spyware without 

user consent. In another case, Cytrox’s Predator (used in Egypt and Armenia) was delivered via 

a single-click link that took advantage of Android browser vulnerabilities and a sandbox escape, 

allowing the implant to persist and spy on calls and messages (similar to Pegasus). Google’s 

https://www.lookout.com/blog/protect-against-pegasus-spyware#:~:text=Pegasus%20can%20extract%20highly%20accurate,the%20camera%20to%20record%20video
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Threat Analysis Group reported in 2023 that at least two distinct commercial spyware 

campaigns targeted Android and iOS users globally, using a mix of 0-day exploits and 

unpatched (n-day) vulnerabilities in Chrome and the mobile OS. 

 One campaign delivered exploits via one-time Bit.ly links sent to targets, which upon clicking 

would detect the device type and then redirect to either an Android exploit server or an iOS exploit 

server, ultimately redirecting the user to a benign site (to minimize suspicion). These attacks 

highlight that spyware firms stockpile exploits and even share them – Google is actively 

tracking over 30 such vendors enabling governments (that lack in-house capability) to obtain zero-

click hacking tools. 

 It’s worth noting that zero-click or one-click exploits are expensive and used sparingly (often only 

against specific high-profile targets, due to their cost and risk of exposure). Nonetheless, the 

South Asian region has seen its share: for instance, in 2021 Apple patched multiple iMessage 

and Apple Music zero-days after discovering they were used to deploy Pegasus on Bahraini 

activists’ iPhones – some of those activists had connections across Asia.  

On Android, zero-click vectors have included malformed packets to messaging apps or the 

phone’s baseband. While documented cases of baseband (cellular modem) exploitation are rare 

publicly, security agencies are believed to have such capabilities. In summary, the most 

advanced Android hacks require no action from the victim, leveraging sophisticated exploits 

to implant spyware that can steal data ranging from chat contents (even from “secure” apps like 

Signal or WhatsApp) to call recordings and end-to-end encrypted emails. 

4 Exploiting Software Vulnerabilities: From One-Click to Watering 
Holes 

Between simple social engineering and costly zero-click exploits lies a middle ground: attacks 

that exploit known software vulnerabilities (one-click or n-day exploits) to gain access, often 

delivered via malicious web pages or files. These tactics have been observed in both cybercrime 

and espionage contexts post-2020: 

4.1 Drive-by Download & Watering Hole Attacks: 

 Instead of asking the user to install an app, attackers may compromise a website frequented by 

the target group (watering hole) or lure users to a malicious site, which automatically exploits the 

mobile browser or a plugin. For example, Kaspersky documented an operation dubbed “Holy 

Water” in 2019–2020 targeting Asian religious and charity websites – visitors’ browsers were 

redirected to an exploit kit that attempted to install malware on both Android and Windows 

devices. Similarly, in 2020 Google Project Zero caught a “high-tier attacker” using 

a sophisticated exploit chain against Android Chrome. In that case, a Chrome browser 0-day 

(remote code execution) was used to gain a foothold on the phone, after which the attackers 

deployed a series of privilege-escalation exploits to gain full control. Intriguingly, the attackers 

combined a fresh Chrome 0-day with several older publicly known Android kernel exploits (from 

2015–2016) to root the device. By chaining exploits, they achieved capabilities similar to a 

spyware implant.  
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This kind of web-based attack requires only that the victim visits a webpage (possibly via 

phishing link or a compromised legitimate site); the rest is automatic. South Asian users have 

been targets of such watering-hole campaigns, particularly those carried out by Chinese APTs 

against minority communities (e.g., the Uighur and Tibetan-focused campaigns reported in 2020 

used Android browser exploits to deliver spyware). It is a real-world tactic: in one public incident, 

a Pakistani VIP personnel were reportedly targeted by a watering-hole site that attempted to 

exploit Android devices (exact details often remain classified, but threat intel feeds have noted 

Bitter APT and other groups using web exploits to target South Asian officials). 

4.2 Malicious Attachments and Media Files:  

Another vulnerability vector is through crafted files sent to the phone – e.g. a PDF or image that 

exploits the viewer app. Android’s past had the Stagefright vulnerability (2015) where a mere 

MMS message could hack a phone. Post-2020, we have seen similar concepts: in late 2020, a 

critical bug in Android’s audio processing (CVE-2020-11261) was found that could be triggered 

by a crafted video file delivered via messaging apps. While no public report confirmed its 

exploitation in the wild, it was plausible for spyware to send such a video via WhatsApp or email.  

More concretely, Pegasus’s Android variant (sometimes called Chrysaor) has utilized 

malicious web links and media files to infect devices. Amnesty International’s forensic analyses 

in 2021 showed traces of Pegasus attempts on Android that involved receiving a malicious image 

file over WhatsApp, which if opened, would quietly install the spyware. Android’s security 

enhancements (like Play Protect and sandboxes) make silent installation harder than on 

jailbroken iPhones, but attackers often prompt the user with deceptive dialogues (e.g. “Your 

Chrome is out-of-date, tap to update”) after an initial exploit, to elevate privileges or maintain 

persistence. 

4.3 Known Vulnerabilities on Unpatched Devices:  

Not all attacks need zero-days; many Android users in South Asia run outdated OS versions or 

seldom apply security updates. Cybercriminals take advantage by using exploit kits or malware 

that target older CVEs. For instance, an attacker who gains a foothold with a basic app might 

exploit the well-known DirtyCow (CVE-2016-5195) or StrandHogg vulnerability (disclosed 2019) 

to escalate privileges and access more data. There is evidence that some bank fraud trojans 

include root exploits for older Android versions to better entrench themselves. The Project Zero 

analysis of the 2020 exploit chain noted that the attacker’s implant had a library of public 

exploits for various Android kernel bugs – it would choose the appropriate exploit based on 

the device model and OS to gain root.  

This plug-and-play approach shows that even years-old vulnerabilities (if unpatched on the target 

device) are valuable for attackers. In South Asia, where budget devices and older models are 

common, criminals rely on this lag in patching. There have been reports of exploit tools sold on 

dark markets that specifically target vulnerabilities in certain chipset drivers (for example, a 

Qualcomm DSP bug patched in 2020 but still exploitable on unpatched devices could allow 

reading of audio call data). 
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In summary, exploitation of software bugs is a confirmed method in the wild for Android 

hacking, although used less frequently than social engineering. APT groups will use it when 

stealth or target profile demands it, and cybercriminals will incorporate public exploits 

opportunistically. The key takeaway is that simply browsing the web or opening a file can hack a 

phone if it’s vulnerable – no installation of an app needed. Keeping the device updated is therefore 

part of the survival strategy we’ll discuss. 

5 Supply Chain Compromises: Backdoored Devices out-of-the-Box 

A worrying vector especially relevant to developing markets is supply chain attacks on Android 

devices – where phones come pre-loaded with malware or backdoors from the factory or supply 

distributors. South Asia’s smartphone market includes many budget device brands and imported 

models, which has opened opportunities for such threats. 

 Researchers have uncovered large-scale schemes where cheap Android phones (and even 

smart TVs or set-top boxes) were sold with trojan firmware pre-installed. In late 2023, a global 

investigation by Human Security exposed the “BADBOX” supply chain compromise involving 

a Chinese manufacturer.  

At least 74,000 Android devices (phones, tablets, TV boxes) worldwide – including in Asia – were 

shipped with a hidden backdoor in the firmware, traced to a tampering in the supply chain. The 

backdoor was identified as a variant of the Triada malware. Triada is an older but extremely 

potent Android trojan that operates in the core of the OS (it injects itself into the Zygote process, 

thereby running in every app’s context). With this level of control, a Triada backdoor can silently 

install any application, transmit any data from the device, and even carry out financial fraud like 

intercepting SMS-based transactions. 

 On the BADBOX-infected devices, the attackers were observed using the backdoor mainly 

for monetization fraud: they injected modules that turned the phones into ad-click bots and 

residential proxy nodes, loading web ads in hidden WebView windows to generate revenue. 

However, the capabilities went beyond ad fraud – the backdoor could just as easily install spyware 

or steal information. In fact, the infrastructure allowed pushing additional malware modules 

remotely into device memory. The victims of BADBOX had little chance to detect this, as the 

malicious code was integrated at the firmware level before purchase. 

 Several prior incidents mirror this scenario. For example, models from certain small brands in 

Asia and Africa (Tecno, Infinix, Cherry Mobile, etc.) were found in 2018–2020 to carry preloaded 

trojans like Triada and xHelper. Often, these are budget smartphones sold through third-party 

retailers or carrier subsidies. Users with such devices effectively start off compromised – right out 

of the box the phone may be quietly contacting command servers. The motive can be direct data 

theft or preparatory (establishing a botnet of mobile devices). Given that South Asia has a massive 

base of low-cost Android phone users, the risk of supply chain malware is non-trivial. Even in 

India, a security audit in 2022 of some government-distributed phones revealed unaccounted 

system apps with questionable network activities (though official attribution was not made public). 
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 Apart from unauthorized firmware, malicious OS updates or fake ROMs form another vector. 

Enthusiast users who install custom Android ROMs from unofficial sources could inadvertently 

install backdoored images. Furthermore, some attackers have compromised the update servers 

of obscure OEMs or aftermarket firmware distributors. In one case, a third-party app store 

application (APKPure) was compromised and its update delivered malware to millions until caught 

in 2021. While not specific to one region, these supply-chain vectors underscore that an Android 

device’s integrity can be violated before or during initial setup. 

6 Network-Based Attacks: Intercepting Communications and SIM 
Exploits 

Sometimes attackers don’t need to hack the phone’s OS if they can steal data by tapping into its 

communications. Network-based attacks target the cellular or Wi-Fi connections to intercept 

sensitive data in transit or exploit network-side vulnerabilities. 

6.1 IMSI Catchers (Fake Cell Towers): 

 Security agencies (and potentially sophisticated criminals) can use devices like Stingrays (IMSI 

catchers) to trick phones into connecting to a rogue cell tower. This enables tracking the phone’s 

location and intercepting calls/SMS in real time. In South Asia, while public evidence is scarce 

due to secrecy, it’s believed that law enforcement in India and Pakistan have deployed such tools 

in sensitive areas.  

An IMSI catcher can force a phone to downgrade to 2G (which has weak/no encryption) and then 

perform man-in-the-middle interception. This does not “steal data from the device storage,” but 

can capture confidential communications (voice, text) or even inject spoofed SMS. For instance, 

during certain protests or high-profile events, activists reported unusual SMS issues possibly 

indicative of IMSI catcher use.  

Some advanced interceptors can also send silent OTA commands or push WAP browser links to 

connected phones. Thus, while not a direct phone hack, communications interception is a 

method used by state actors to obtain data (like OTP codes, chat messages, or call content) 

remotely. 

6.2 SS7 and Core Network Exploits: 

 On a broader scale, weaknesses in telecom infrastructure (SS7 protocol) have been exploited 

by criminal gangs to route SMS and voice to themselves. There have been cases (outside South 

Asia, e.g. Europe 2017) where hackers exploited SS7 to intercept banking OTP SMS for fraud. 

Governments could similarly use SS7 exploitation to track or intercept targets internationally. 

These attacks don’t require touching the phone at all; they exploit trust between telecom 

operators. The user has no visibility when their text messages are being siphoned by an SS7 

attacker. This is a niche but real method to get data from phones (especially one-time passwords 

or confidential messages). 

6.3 SIM Card Exploits (Simjacker): 
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 A novel attack identified in 2019, Simjacker, showed that a specially crafted SMS could execute 

code on the SIM card’s microcontroller, instructing the device to reveal its location or other info. 

This exploit leveraged the SIM Toolkit (STK) – essentially sending spyware-like commands via 

SMS. AdaptiveMobile Security (the discoverers) revealed that Simjacker was actively used by a 

surveillance company against targets in at least 30 countries. The attack message itself is invisible 

to the user. While primarily used to track location, in theory STK commands might fetch device 

identifiers or initiate calls. Some SIMs also had a similar vulnerability called WIBattack. Telecom 

operators in South Asia have since updated SIMs to patch these, but it’s a reminder that even the 

SIM card (often overlooked in threat models) can be a vector for hacking a phone’s functionality. 

6.4 Public Wi-Fi and Man-in-the-Middle:  

The classic “free Wi-Fi” traps remain a concern. An attacker setting up a rogue Wi-Fi hotspot (or 

compromising a legitimate one) can attempt to intercept unencrypted traffic from phones. In 2023, 

for example, there were warnings by law enforcement about using public Wi-Fi at airports due to 

snooping risks. However, with most apps and sites using HTTPS, the focus has shifted: attackers 

on the same network might try SSL stripping or exploit vulnerabilities in how apps validate 

certificates. 

 A known real-world scenario is the use of fraudulent OAuth consent pages on open Wi-Fi – e.g., 

a user thinks they’re logging into a service but it’s intercepted. While this doesn’t “hack the device” 

per se, it can steal session tokens or passwords. Moreover, malware like banking trojans often 

inject themselves into Wi-Fi auto-connect (ARP poisoning etc.) when on the same network, to 

deliver fake webpages. Overall, the risk of direct device compromise via Wi-Fi (like wormable 

exploits such as 2017’s Broadcom Wi-Fi chip bug) is low but not zero if the device isn’t updated.  

The BlueBorne Bluetooth vulnerability (2017) allowed infection without pairing – by 2020, similar 

Bluetooth flaws (BleedingTooth in 2020) were found, though we have not seen public abuse of 

these in South Asia. Still, a skilled attacker in proximity (e.g. at a conference) could attempt a 

Bluetooth stack exploit to run code on nearby Android phones. These network-proximity vectors 

are relatively rare in the wild compared to social malware, but they demonstrate the broad range 

of technical possibilities. 

7 Physical Access and “Evil Maid” Attacks 

If an adversary can physically access your phone, even briefly, the game changes. Physical 

attacks on smartphones include anything from stealing an unlocked phone to more technical 

methods: 

7.1 Device Theft & Forensic Cracking:  

The simplest case is a thief or agent stealing or confiscating the phone. If the device is not 

protected by a strong PIN/password or biometric, the attacker immediately has full access to data. 

Even if locked, determined actors may use forensic tools to attempt bypassing the lock. Firms like 

Cellebrite and Grayshift sell equipment to law enforcement that leverage software vulnerabilities 

or brute-force to unlock devices.  



White Paper PakCrypt.Org  

Copyright ® 2025 Page 10 of 14  

For Android, tools can exploit flaws in older Android versions or in insecure lock screen 

configurations. In 2020, for instance, Cellebrite claimed its UFED could unlock many Android 

phones up to Android 9 by exploiting firmware vulnerabilities (specifics are proprietary). 

Authoritarian regimes in the region have reportedly used such tools on seized devices of activists. 

Additionally, if USB Debugging is enabled on a device, an attacker with a computer can quickly 

pull data via ADB or plant malware. Thus, a physical “evil maid” – e.g. someone having a few 

minutes alone with your phone at a hotel – could potentially install a spyware APK or hardware 

backdoor (like a keylogger) if the phone is not properly secured. 

7.2 Malicious Chargers (Juice Jacking):  

Warnings about “juice jacking” have resurfaced in recent years, including FBI advisories in 2023. 

A malicious charging station (or a charger cable with an embedded chip) can attempt to exploit 

the phone when plugged in via USB. By default, modern Android versions block data access over 

USB unless the phone is unlocked and you approve the connection. However, a compromised 

charging kiosk could present itself as a USB keyboard or network card and try to inject keystrokes 

or exploit the OS’s USB handler. While the U.S. FCC noted it isn’t aware of confirmed juice-

jacking cases yetf, it remains a theoretical risk demonstrated by researchers. High-risk users are 

advised to avoid public USB ports or use charge-only cables that block data pins. 

7.3 Hardware Implants: 

 Sophisticated attackers (like intelligence agencies) might resort to hardware-level implants – for 

example, a modified USB cable (e.g. the OMG Cable) that can remotely inject payloads when the 

phone is plugged in, or a tiny device installed inside the phone case during repairs. These are 

extreme and rare scenarios, but not impossible. If a target’s phone can be secretly swapped or 

tampered with (say at customs or repair shops), chips could be added to log keystrokes or sniff 

data. There’s no public evidence of such implants used at scale in South Asia, but given global 

cases (e.g. journalists finding odd chips in their phones in certain countries), it’s a concern for the 

most high-risk individuals. 

In essence, physical access can defeat many security measures – therefore, preventing 

unauthorized physical access is crucial. For the average user, the main takeaway is to use strong 

device encryption (which is default on modern Android when a PIN is set) and a long, hard-to-

guess lock PIN, so that even if the device is stolen, the data remains inaccessible. We will address 

this in the survival guidelines next. 

8 Survival Recipes for Android Users 

Having surveyed how Android phones are hacked in the real world, we now distill a “survival 

recipe” – a set of practices to drastically reduce the risk of compromise. We present two tiers of 

advice: one for the general public (defending against common cybercrime and opportunistic 

hacks), and another for high-risk individuals (journalists, activists, officials, or anyone likely 

targeted by APTs or government spyware). These recommendations draw on expert guidance 

and incident analyses. 

8.1 For the General Public 

https://www.fcc.gov/juice-jacking-tips-to-avoid-it#:~:text=What%20is%20%27Juice%20Jacking%27%20and,confirmed%20instances%20of%20it%20occurring
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a. Stick to Official App Stores: Only install apps from Google Play Store or other trusted 

sources. Avoid downloading APK files from random links, even if they claim to be 

government forms or new features. While not foolproof, official stores have vetting – many 

malware-infected apps come from third-party sites. As Kaspersky notes, apps on official 

stores undergo security checks and are less likely to be trojans. If you must install an app 

outside Play, verify its legitimacy (check the developer’s site or an official announcement). 

b. Scrutinize App Permissions: Be cautious of apps asking for excessive permissions. A 

flashlight app has no reason to need your contacts or SMS! Grant permissions on a need-

to-use basis. In Android settings, you can review which apps have sensitive permissions 

(SMS, Call Logs, Accessibility). Deny or uninstall apps that demand invasive access 

without justification. Never ignore a prompt that asks for Accessibility Service or Device 

Admin access unless you are explicitly using that feature – malware often tricks users into 

enabling these for full control. 

c. Beware of Phishing Messages: Treat unexpected SMS/WhatsApp messages or emails 

with links with skepticism – especially those urging you to install an app or claiming you 

won a prize/refund. Government agencies usually do not send apps over WhatsApp or 

SMS out of the blue. If you receive a link, verify from an official website or source. For 

banking, directly use your bank’s official app from Play Store, not a link sent to you. The 

same goes for COVID-19 or tax-related apps – many fake versions circulate. When in 

doubt, do not click; if it seems important, manually navigate to the official site or app store 

to find the app. 

d. Keep Your Phone Updated: Regularly install system updates and app updates. Many 

attacks (from basic malware to Pegasus) exploit known vulnerabilities that have patches 

available. By running the latest Android security patch, you automatically immunize your 

device against a large chunk of exploit-based attacks. Enable auto-updates for apps, and 

periodically check in Settings > Security for system updates. Older devices that no 

longer receive updates are inherently more vulnerable – consider upgrading them. 

e. Use Mobile Security Software: Consider installing a reputable mobile 

antivirus/security app and keep it active. Products from well-known vendors (Kaspersky, 

ESET, Malwarebytes, etc.) can often detect or block known malware, even if it slips onto 

the device. They can also warn about phishing links or malicious websites. While they 

won’t stop a brand-new spyware exploit, they add a layer of defense against common 

trojans and adware. Ensure Google Play Protect is enabled as well – it scans apps on 

install and periodically thereafter, and will remove known bad apps automatically. 

f. Practice Safe Connectivity: Avoid using public charging stations or unknown USB 

cables (carry your own charger and a power bank to be safe). Use a VPN on public Wi-Fi 

to encrypt your traffic and avoid potential snooping. Turn off wireless features when not 

needed (e.g., keep Bluetooth off in public if you’re not using it, to reduce exposure). Also, 

do not bypass security features: e.g., do not root your phone or disable the built-in security 
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unless you really know what you’re doing – a rooted device is far more vulnerable to 

exploits. 

g. Strong Device Lock & Backup: Use a strong PIN or password (not just pattern or face 

unlock alone). Set your device to auto-lock quickly. This ensures that if your phone is lost 

or stolen, criminals cannot easily access your data. Also enable Find My Device and 

remote wipe functionality – so you can erase the device if needed. Regularly backup your 

data (to cloud or offline) – not directly a security tip, but if ransomware or a destructive 

attack hits your phone, a backup ensures you don’t lose everything. 

By following the above, an average user will thwart the vast majority of mass malware infections 

and scams. These steps address the common attack vectors: they make you a harder target for 

rogue apps, keep your system patched against exploits, and protect your data even if something 

goes wrong. 

8.2 For High-Risk Individuals 

If you are a potential target of state-sponsored hackers or sophisticated cybercriminals (e.g. an 

investigative journalist, political dissident, human rights defender, or a CEO with valuable data), 

you need to go beyond the basics. In addition to all the general measures, adopt these 

heightened security practices: 

a. Assume You Are Targeted: Be skeptical of any unsolicited approach. Spear-phishing 

will be tailored to you – e.g., a message from a colleague, a document relevant to your 

work, or a new app that “everyone is using” in your circle. Verify identities via secondary 

channels. Do not install apps or click links sent personally to you unless absolutely verified. 

For communications, prefer signal-rich channels (like voice/video calls where you can 

recognize the person) to confirm unusual requests. 

b. Use Reputable Secure Apps & Services: Prefer open-source, audited secure 

communication apps (Signal, Wire, etc.) for sensitive conversations. While these can’t 

prevent device infection, they reduce exposure (e.g., iMessage was exploited by Pegasus; 

if you don’t use iMessage, you remove that vector). On Android, disable services you don’t 

use – for example, if you never use WhatsApp, consider uninstalling it rather than leaving 

it as an attack surface. Be aware that even encrypted app data can be stolen by spyware 

once your device is hacked, but using tools like Signal (with disappearing messages) 

might limit how much past history can be taken. 

c. Limit Mobile Attack Surface: You might consider using a hardened device or 

secondary phone for critical communications. For instance, some high-risk users opt 

for GrapheneOS on Google Pixel devices – an open-source Android variant focused on 

security – which can mitigate certain exploits with its enhanced sandboxing. Others keep 

a “clean” phone with only essential apps and carry a separate everyday phone for routine 

use. The idea is to compartmentalize risk. If possible, avoid carrying your primary phone 

to especially sensitive meetings – use a basic phone or no phone at all to eliminate the 

risk of digital eavesdropping. 
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d. Operational Security Habits: Practice strict OPSEC with your device. This includes: 

regularly rebooting the phone daily (some advanced spyware only persists in memory 

and a reboot can flush it out); periodically running mobile threat scan tools (e.g. Amnesty’s 

MVT can detect traces of Pegasus/Predator infections by analyzing logs). Do not leave 

your phone unattended or with strangers. Use a Faraday pouch (signal-blocking bag) if 

you want to be sure it’s not communicating when you don’t want it to. When traveling, 

consider that your phone could be seized or tampered with – use encryption and shut it 

down when going through border checkpoints, etc., to prevent easy interception. 

e. Harden Device Configurations: Turn off or restrict features that can be entry points. For 

example, disable automatic fetching of MMS messages (to prevent any future media 

exploit), and turn off JavaScript in SMS or untrusted email attachments (some messaging 

apps auto-load content – use ones that don’t). Under Developer Options, turn off “USB 

debugging” entirely. Use strong alphanumeric device passwords (not just 4-digit pins or 

patterns) and do not rely solely on biometrics – in high-risk scenarios, a coercer might 

force a fingerprint unlock, whereas a memorized password offers more legal protection in 

some jurisdictions. Also, consider encrypting sensitive files separately with apps like 

OpenKeychain or VeraCrypt for an added layer, in case your device is breached. 

f. Monitoring and Response Plan: High-risk users should assume a breach can happen 

and have a plan. Monitor your device for any unusual signs (battery draining faster than 

usual, unexpected SMS or app behaviors, etc., though advanced spyware can hide well). 

If you suspect compromise, disconnect the device from networks (airplane mode), then 

seek expert help – do not try to troubleshoot while still online. Have a secondary 

communication channel to reach out for help. It’s also wise to keep firmware updated and 

even do periodic factory resets of the phone (while restoring only essential apps) – this 

can eliminate many forms of malware that don’t have boot persistence. For extreme 

threats, some activists use one phone for regular use and a separate “clean” phone or 

laptop for accessing highly sensitive information, never mixing the two. 

g. Stay Informed and Educated: Finally, keep yourself updated on the latest threats. APT 

techniques evolve – for instance, if you know that clicking any link could potentially deliver 

spyware, you’ll be more vigilant. Follow advisories from credible cybersecurity 

organizations (Citizen Lab, Amnesty Security Lab, etc.) especially those focusing on 

mobile threats in your region. They often release indicators of compromise (IOC) for 

spyware; you can use these to scan your device. Knowledge is a key defense: recognizing 

that a seemingly innocuous personal message could be a trap may save you from a 

Pegasus infection. 

In essence, high-risk users need to create a “personal security perimeter” around their mobile 

usage: reducing the ways an attacker can reach them, and preparing for the worst. This might 

feel inconvenient, but when facing nation-grade adversaries, it is necessary. 
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9 Final Words 

The information and cases discussed are supported by reports from open cybersecurity research 

firms, academic analyses, and news investigations. These include real incidents of malware 

campaigns in South Asia (e.g., ESET, Kaspersky, Lookout reports) and documented exploits 

(Citizen Lab, Google Project Zero). The recommendations align with best practices advised by 

security experts, tailored to the context of threats observed in the wild.  

The author does not accept any responsibility or liability arising from authenticity of included 

information. You are free to use the information after due diligence and cross-verification.  
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